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�

�∕
static void Main (stringfl args)
{

�

//Create a proxy for the registry of Web Services and Service Interfaces
52a DiscoveryServices.ServiceDiscoveryService service =

new DiscoveryServices.ServiceDiscoveryService();

//The proxy was generated at design time
//Create a proxy for the interiace ITime.

52b
lTime.lTime itime =new DiscoveryServiceExample.lTime.lTime();

//Get all services that implement ITime.
//An Endpoint wraps the service name and WSDL Url.

5‘20

�

DiscoveryServices.Endpoint[] endpointArray =
service.getServices("lTime”);

//Loop through the Endpoints
foreach (DiscoveryServices. Endpoint endpoint in endpointArray)
{

//Change the Url ot the interface so it points to a WebSerVice.
52d

�

itime.Ur| = endpoint.WsdlUrl;

//Call the Web Service through the instantiated Service interface
Console.WriteLine(itime.getTime());

}

FIG. 3
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DYNAMIC RUNTIME SERVICE ORIENTED
ARCHITECTURE

TECHNICAL FIELDOF THE DISCLOSURE

This disclosuregenerally relates to computerarchitectures,
and more particularly, to a dynamic runtime service oriented
architecture (SOA) and a method for accessing web services
from the same.

BACKGROUND OF THE DISCLOSURE

Computing systems having a service oriented architecture
(SOA)process business applications using multipleweb ser-
vices. Web services are typically provided by computing
nodes configured in a distributed computing system. These
web services may be relatively modular for use by various
types of business applications. Differing types of business
applications may be generated by invoking various combina-
tions ofweb services, which may enhance reuse of existing
software.

SUMMARY OF THE DISCLOSURE

According to one embodiment, a dynamic access method
for a service oriented architecture includes receiving a num-
ber ofproxy endpoints from a business application, selecting
one proxy endpoint from among the multiple proxy end-
points, and transmitting a request to an enterprise servicebus
(ESB). The request includes the one proxy endpoint for
accessing the particular web service that it references.

Some embodiments of the invention provide technical
advantages. For example, according to one embodiment, the
dynamic runtime service oriented architecturemay provide a
relatively secure environment for dynamically accessingweb
services from a publicly available network, such as the Inter-
net. The dynamic runtime service oriented architecture incor-
porates an internal UDDI registry that restricts access to
interfaces and web services that meet a specified policy. In
this manner, only those proxy endpoints of approved web
services are selected foruse. Thus, business applicationsmay
safely select from among a number of proxy endpoints for
execution in a relatively efficient manner.

Someembodimentsmay benefit from some, none, or all of
these advantages. Other technical advantagesmay be readily
ascertained by one ofordinary skill in the art.

BRIEF DESCRIPTIONOF THE DRAWINGS

A more complete understanding of embodiments of the
disclosure will be apparent from the detailed description
taken in conjunction with the accompanying drawings in
which:

FIG. 1 is a block diagram showing one embodiment of a
dynamic runtime service oriented architecture according to
the teachings ofthe present disclosure;

FIG. 2 is a screenshot showing one embodiment of a user
interface that may be used with the dynamic runtime service
oriented architecture ofFIG. 1;

FIG. 3 is a source listing showing an example portion of a
particular business application that may be used with the
dynamic runtime service oriented architecture ofFIG.1;and

FIG. 4 is a flowchart showing one embodiment ofa series
of actions that may be performed by the dynamic runtime
service oriented architecture ofFIG.1 to dynamically access
web services that implement a given interface.
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2
DETAILED DESCRIPTIONOF EXAMPLE

EMBODIMENTS

Distributed computing describes an architectural style in
which applications may be executed on multiple computers.
Distributed computing systems may provide relatively effi-
cient use of computing resources by distributing processing
load to multiple computers that are coupled together through
a network.A service oriented architecture (SOA) is a particu-
lar type ofarchitecture that may be incorporated on a distrib-
uted computing system. Computing systems implementing a
service oriented architectureuse small portions ofexecutable
software referred to as web services that perform a specified
task or function. These multiple services may be executed in
an organized manner to provide a business application.
Distributed computing systems incorporating a service ori-

ented architecture are often implemented on publicly avail-
able networks, such as the Internet. Public networks allow
various providers to generate web services and advertise
these web services for use by others. To provide a common
protocol for the advertisement and consumption ofweb ser-
vices, the web services description language (WSDL) has
been developed. Theweb services description language gen-
erally includes an XML-based model specifying various
characteristics and/or functions provided by its one or more
web services.

Distributed computing systems implementing a service
oriented architecture may provide relatively efiicient func-
tionality. In one aspect, web services generally include rela-
tively small snippets of software code that may be reused by
differing types of business applications. The reliability of
service oriented architecturesmay suffer, however, due to the
generally unrestricted nature ofpublicly available networks.
For example, business applications may utilize web services
that are exposed for use by other organizations in which no
control over their reliability or accessibility is maintained.
Thus the reliability of the business application may be con-
tingent upon the reliability of the constituent web services
used. Business applications using a service oriented architec-
ture may also be susceptible to malicious attacks by simply
corrupting web services that may be manipulated by legiti-
mateweb serviceproviders aswell as illegitimateweb service
providers.

FIG. 1 shows one embodiment of a dynamic runtime ser-
vice oriented architecture 10 that may provide a solution to
these problems as well as other problems. Dynamic runtime
service oriented architecture 10 includes a computing system
11executing apolicy andweb servicemanager 12,an internal
UDDI registry 14, a business manager 16, an enterprise ser-
vice bus 18, an authentication and authorization service 20, a
discovery service 22, an integrated development environment
(IDE) application 24 executing a client toolkit 26, and a user
interface 28 coupled together as shown. Dynamic runtime
service oriented architecture 10 communicateswith web ser-
vices 32 that may support one or more interfaces 34. Policy
and web service manager 12 stores proxy endpoints 36 to
certain web services 32 in UDDI registry 14. Integrated
development environment application 24 uses client toolkit
26 to generate a business application 38 that when executed,
generates a request for a list ofproxy endpoints 36 that satisfy
a specified interface 34. Business application 38 include
selection criteria for selecting one proxy endpoint 36 from
among multiple proxy endpoints 36 corresponding to mul-
tiple web services 32 that implement the specified interface
34. Once selected, the proxy endpoint 36 is transmitted to
enterprise service bus 18 for execution of web service 32
associated with proxy endpoint 36.
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Certain embodiments may provide a system for dynami-
cally executing business application 38 by alternatively
selecting from among multiple similar web services 32 at
runtime. That is, a particular seb service 32 may be selected
for executionbaseduponprevailing conditions inexistence at
the time in which business application 38 is executed. In
publicly accessible networks, such as the Internet, web ser-
vices 32may experience differing levels ofperformance over
time. According to the teachings of the present disclosure,
business application38may include selection criteria embed-
ded in its softwarecode to alternatively select a particularweb
service 32 that implements the interface 34 based upon its
measured reliability and/or performance at runtime.

Certain embodiments may also provide for execution of
business application38 in a dynamic runtime service oriented
architecture 10 with a relatively high degree of reliability
and/or integrity. Interfaces 34 and web services 32 used by
business application 38 are restricted to those conforming to
policies stored in policy and web service manager 12, the
operation ofwhich is described in greater detail below. Thus,
selection fromamong anumberofalternativeweb services 32
may be limited to those web services 32 having a specified
level of reliability and/or integrity. Confidentiality may also
be provided by authentication and authorization service 20
that selectively limits access to interfaces 34 andweb services
32 to users having authorization to access such interfaces 34
and web services 32.

Business application 38 includes logic that is executed by
a suitable processor and stored in a computer-readable
medium, such as a random access memory (RAM) and/or
non-volatile storage, such as a magnetic hard disk. In one
embodiment, business application 38 may include selection
criteria that retrieves one ormore characteristics ofweb ser-
vices 32 and selects a particular web service 32 based upon
the received characteristics.

Authentication and authorization service 20 authenticates
users of dynamic runtime service oriented architecture 10.
Usersmay include developerswhowrite business application
38 and users who may execute business application 38.
Authentication and authorization service 20 ensures the iden-
tity ofusers logged in through user interface 28 and permits
use of interfaces 34 according to the user’s authorization
level. Authentication and authorization service 20 may
include logic that is received from business application 38
and operable to be executed by a suitable processor for alter-
natively selecting oneweb service 32 from among a number
of web services 32 according to selection criteria received
from business application 38.
In a particular example, several web services 32 are asso-

ciated with several communication satellites that may be
alternatively used as a communications link. At any given
point in time, business application 38 may be executed on a
portable platform, suchas avehicle, that may use any ofthese
communication links. Business application 38 may include
selection criteria, such as s geographic location, a bit transfer
rate or quality of service (QoS) metric, that may be used by
proxy interface 40 to retrieve associated characteristics of
each web service 32 and select a particular web service 32
based upon these retrieved characteristics. In another
embodiment, business application 38 may include software
code for determining characteristics for eachweb service 32.
One example may include a business application 38 having
software code that instructs proxy interface 40 to ping each
web service 32 andmeasure the time required for a response.
Basedupon its response time, proxy interface 40may select a
particular web service 32 for use.
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4
Policy and web service manager 12 manages access to

interfaces 34 andweb services 32by ensuring that applicable
policies are satisfied before a user can access an interface 34
and/or its associated web services 32. Attempts to access
interfaces 34 or web services 32 in which these policies are
violated causes the request to be denied and an errormessage
returned to the business application 38. The specified policy
used by policy andweb servicemanager 12may include any
suitable criteria for ensuring the privacy, integrity, and/or
reliability ofinterfaces 34 orweb services 32.Forexample, as
part ofa governanceplan, policy andweb servicemanager 12
may verify that all methods of interfaces 34 are provided by
any web services 32 registered as an implementation of any
interface 34.
As another example, only web services 32 from trusted

interfaces 34 may have their proxy endpoints 36 stored in
internalUDDIregistry 14.Proxy endpoints 36 may be added
or deleted fromUDDIregistry 14 in any suitable manner. In
one embodiment,proxy endpoints 36maybemanually edited
or deleted from internal UDDI registry 14.
In one embodiment, internal UDDI registry 14 includes a

table that maps proxy endpoints 36 to web services 32, the
operationofwhichmay be automated as part ofa governance
process. At run time, the Authentication and Authorization
Service 20 uses the Policy and Web Service Manager 12 to
ensure that Business Application 38 is authorized to use the
web service 32 or interface 34 identified through its indirect
reference to a particular proxy endpoint 36. If this access is
granted, then Policy and Web Service Manager 12 provides
the corresponding proxy endpoint 36 to the web service 32,
which is then invoked automatically by the Authentication
andAuthorization Service20. BusinessApplication 38 is not
able to access this web service endpoing 36 directly, thus
providing a level of security and control to the Service Ori-
entedArchitecture 10 and providers ofthe web services 32.
Proxy endpoints 36 used by proxy interface 40 are

restricted to those stored in internal UDDI registry 14.Thus,
proxy endpoints 36 passed to enterprise service bus 18
through proxy interface 40 includes only those that meet the
applicable policies ofpolicy andweb servicemanager 12. In
this manner, policy and web service manager 12 serves as a
policy decision point (PDP) and proxy interface 40 serves as
apolicy enforcementpoint (PEP).Aswill be describedbelow,
policy andweb servicemanager 12 stores authorization infor-
mation with proxy endpoints 36 to limit use of interfaces 34
andweb services 32 to users having a sufiicient authorization
level. In one embodiment,policy andweb servicemanager 12
may also limit use of interfaces 34 and web services 32 that
meet established service level agreements with the provider
ofa particular web service 32.
Dynamic runtime service oriented architecture 10 imple-

ments a service oriented architecture (SOA)using enterprise
service bus 18. Enterprise service bus 18 orchestrates mul-
tipleweb services 32 together to executebusiness application
38.Web services 32maybe executedon individual computers
that are coupled together over a network. In some cases,
performance characteristics ofweb services 32 may be pro-
vided by enterprise servicebus 18.Monitored characteristics
ofweb services 32 may include response latency time, aver-
age data throughput, minimum data throughput, and other
quality of service (QoS) metrics. In one embodiment, addi-
tional monitored characteristics for a web service 32 can be
registered and queried as established in the interface 34 for
that web service 32. In one embodiment, proxy endpoint 40
receives selection criteria from business application 38 in
which these characteristics are used to select an appropriate
web service 32.
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Business manager 16may be included to manage various
accountingparameters ofinterfaces 34 consumedby business
application38.Businessmanager 16may store the number of
times and/or duration in which particular methods of inter-
faces 34 or specific web services 32 are consumed. Business
manager 16 may also store performance characteristics of
particular interfaces 34 for web services 32, such as those
described above.

Discovery service 22 and client toolkit 26 facilitate cre-
ation of business application 38. Discovery service 22
searches for proxy endpoints 36 stored in internal UDDI
registry 14 according to the authorization level of users
logged in through user interface 28. Those proxy endpoints
36having a sufficient authorization level may be available for
use. Client toolkit 26 is executed within integrated desktop
environment application24 for integrating indirect references
proxy endpoints 36 in business application 38. Client toolkit
26 aids development of business application 38 by placing
indirect reference to proxy endpoints 36 and references to
discovery service 22 in a form suitable for execution within
business application 38.

Computing system 11 may include any suitable type of
computing system having one or more processors executing
instructions stored in a memory. Computing system 11may
comprise a distributed computing system or a stand-alone
computing system. In one embodiment, a stand-alone com-
puter systemmay be any suitable computing system, such as
a personal computer, laptop computer, or mainframe com-
puter. In another embodiment, computing system 11 config-
ured as a distributed computing systemmay include anumber
ofcomputer systems coupled together via a network, such as
a local area network (LAN), a metropolitan area network
(MAN), or a wide area network (WAN).Computing system
11 configured as a distributed computing systemmay utilize
web services 32 provided by differing organizations over a
publicly accessible network, such as the Internet.

FIG. 2 is a screenshot showing one embodiment of a user
interface 28 thatmaybeprovidedby dynamic runtime service
oriented architecture 10. In this particular embodiment, user
interface 28 is implemented as a dynamically generated
webpage executed on a web browser, however, any suitable
type of user interface may be used. User interface 28 has a
services widget 42 and a interfaces widget 44. Services wid-
get 42 displays a list of web services 32 along with their
interfaces 34 inwhich their associatedproxy endpoints 36 are
stored in internal UDDI registry 14. Services widget 42
includes a namefield 4611, aURLfield 46b, an interfaces field
460, and an edit/deletion field 46d. The URL field 46b pro-
vides a universal resource locater (URL)associatedwith each
web service 32 as described in name field 46a. Interface field
460 displays various interfaces 34 that may be available from
its associatedweb service32.Edit/deletionfield 46dprovides
interactive edits and/or deletion of its associatedweb service
32 through user interface 28.

Interface widget 44 displays a list of interfaces 34 associ-
ated with web services 32 displayed in services widget 42.
Interface widget 44 includes a name field 4811, a URL field
48b, a services field 480, and an edit/deletion field 48d. URL
field 48b displays, in hypertext link form, the universal
resource locater associated with the name of interface 34 in
interface field 4811. Services field 480 includes a hypertext
link that may be selectedto display its associatedweb service
32onuser interface 28.Edit/deletionfield 48dprovides inter-
active editing and/or deletion of proxy endpoints 36 associ-
ated with interfaces 34 from internal UDDIregistry 14.
User interface 28maybe coupledto policy andweb service

manager 12 formanaging proxy endpoints 36 stored in inter-
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6
nal UDDIregistry 14.User interface 28may also be coupled
to integrated development environment application24 and/or
authentication and authorization service 20 for writing or
executing business application 38. The types ofweb services
32 and associated interfaces 34 displayed are generally
dependent upon the authorization level ofthe user logged on
to user interface 28. For example, a user may log on with
administrator privileges when coupled to policy and web
service manager 12 for managing particular web services 32
and associated interfaces 34 associatedwith proxy endpoints
36 stored in internal UDDI registry 14.

FIG.3 shows a portion ofan examplebusiness application
38 that may be generated and/or executed through user inter-
face 28. This portion of business application 38 shows a
function 50 having an object-oriented format, however, any
format using any suitable language may be used with the
teachings of the present disclosure. Function 50 includes a
number of code segments 52a, 52b, 52c, and 52d. Code
segment 52a instantiates an object that facilitates interaction
with discovery service 22, and code segment 52b instantiates
a reference to proxy interface 40, which in this case, is a
pre-existing ITime interface. Code segment 520 uses the
object instantiatedby code segment 52a to retrieve an array of
web service virtual endpoints associated with the “ITime”
interface 34. Code segment 52d loops through the array of
indirect references to proxy endpoints 36 to retrieve informa-
tion about each web service 32 that implements the ITime
interface 34.
Function 50 shows one particular example software func-

tion for accessing web services 32 for a given interface 34 in
a service oriented architecture; however, other techniques for
selectively accessing web services 32 are possible. Function
50may include other code segments (not shown)to select one
particularweb service 32based upon its characteristics, such
as its measured quality of service (QoS) and/or bit transfer
rate. Thus, the performance ofbusiness application38may be
enhanced by dynamically selecting particular web services
32foruseat runtime according to their characteristics in some
embodiments.

FIG. 4 shows one embodiment of a series of actions that
may be performed by dynamic runtime service oriented
architecture 10 to invoke a web service 32 from among a
plurality ofweb services 32 from business application 38. In
act 100, the process is initiated. The process may be initiated
by executing business application 38 on computing system
11.
In act 102, authentication and authorization service 20

receives a number of alternative proxy endpoints from busi-
ness application 38. Proxy endpoints are limited to those
stored in internalUDDIregistry 14 and thus meeting a speci-
fied policy. In this manner, the reliability and/or integrity of
web services 32 accessed by dynamic runtime service ori-
ented architecture 10 may be maintained at an acceptable
level. In one embodiment, business application 38 is written
using a client toolkit 26 executed in integrated developer
environment application 24. In some embodiments, client
toolkit 26may aid development ofbusiness application38 by
applying coding rules used by policy and web service man-
ager 12 for execution during runtime.
In act 104, policy andweb servicemanager 12 determines

if the user of business application 38 has sufficient access
authorization for each proxy endpoint. In one embodiment,
determination of access authorization may be provided by
authentication and authorization service 20 that verifies the
identity ofthe user ofbusiness application 38 and associates
a particular authorization level with the identified user. Ifone
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or more proxy endpoints exceeds the authorization level of
the user, these proxy endpoints are not used.

In act 106, selection criteria are received from business
application38. Selectioncriteriamay be communicated from
business application 38 as extensible markup language
(XML)basedmessages and transferred to proxy interface 40
during runtime. Selection criteria may include any suitable
characteristics ofinterfaces 34 that may be used to determine
a particular web service 32 for use. Examples of selection
criteriamay include, for example, references to specificprop-
erties defined in the interface 34 and supported by web ser-
vices 32 that implement the interface 34, or general account-
ing information about service level agreementsmaintainedby
business manager 16 about any of the web services 32. Spe-
cific examplesmight include geographic location, abit trans-
fer rate, quality ofservice (QoS), response latency time, aver-
age data throughput, and/orminimum data throughput ofthe
particular web service 32. From the received selection crite-
ria, characteristics of web services 32 are determined in act
108.
In act 110, a particular proxy endpoint from among the

number ofproxy endpoint is selected for use. Selection of a
proxy endpoint may be accomplished using any suitable
approach. For example, a particular web service 32 may be
selected according to a measured average data throughput
value. As another example, a particular web service 32 may
be selected according to a measured response time in which
ping messages are transmitted to each web service 32 asso-
ciated with proxy endpoint and their response times mea-
sured. The web service 32 exhibiting the shortest time for
response may then be selected.

In act 112, authentication and authorization service 20
transmits a request to enterprise service bus 18 to access the
web service 32 referenced by the proxy endpoint. The enter-
prise service bus 18 accesses the web service 32, and facili-
tates communicating results back to business application 38
through a standard series of call-backs.

In act 114,policy andweb servicemanager 12may receive
accounting information associated with the consumed web
service 32 from the enterprise service bus 18. Accounting
information may include any business information, such as
quality of service (QoS)metrics or billing information asso-
ciatedwith the selected web service 32. In one embodiment,
accounting informationmay bemanaged by a business man-
ager 16 that monitors usage of various web services 32 and
their associated interfaces 34.

The previously described process is repeated for other
groups of alternative web services 32 specified in business
application 38. When execution ofbusiness application 38 is
no longer needed or desired, the process is halted in act 116.

Modifications, additions, or omissionsmay bemade to the
previously described method without departing from the
scope of the present disclosure. The method may include
more, fewer, or other acts. For example, business application
38may include code segments 52 that describe selection ofa
particular web service 32 based upon differing types or
instances of enterprise service buses 18 used. Differing ver-
sions ofenterprise service buses may access web services 32
in a slightly different manner. Thus, business application 38
may include conditional statements that alternatively select a
suitable web service 32 according to the type and/or version
of enterprise service bus used.
Although several embodiments have been illustrated and

described in detail, it will be recognized that substitutions and
alterations are possible without departing from the spirit and
scope of the present disclosure, as defined by the following
claims.
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What is claimed is:
1.A dynamic access method for a service oriented archi-

tecture comprising:
receiving a plurality of proxy endpoints from a business

application, each of the plurality of proxy endpoints
referencing each of a plurality ofweb services;

determiningwhether the business application is authorized
to use the plurality ofweb services;

receiving one or more selection criteria from the business
application, the selection criteria being associated with
one or more characteristics of each of the plurality of
web services;

determining one ormore characteristics ofeach oftheweb
services according to the one ormore selection criteria;

selecting, according to the one ormore characteristics, one
proxy endpoint from among the plurality ofproxy end-
points;

transmitting a request including the one proxy endpoint to
an enterprise servicebus, the enterprise servicebus oper-
able to invoke the oneweb servicepointed to by the one
proxy endpoint;

providing, through the enterprise service bus, indirect
communications from the oneweb servicepointed to by
the one proxy endpoint to the business application; and

preventing thebusiness application fromdirectly accessing
the plurality of web services without communicating
through the enterprise service bus.

2.The dynamic accessmethod ofclaim 1,wherein the one
ormore characteristics are selected fromthe group consisting
of a geographic location, a bit transfer rate, a quality of
service (QoS), a response latency time, an average data
throughput, and a minimum data throughput.

3. The dynamic accessmethod ofclaim 1, further compris-
ing restricting the plurality of proxy endpoints to those that
conform to a specified policy.
4. The dynamic accessmethod ofclaim 3, further compris-

ing storing authorization information with each proxy end-
point in an internalUDDIregistry, the authorization informa-
tion describing an authorization level ofeach ofa plurality of
users.
5.The dynamic accessmethod ofclaim 1, further compris-

ing discovering the plurality of proxy endpoints from an
internalUDDIregistry and integrating, by a client toolkit, the
plurality ofproxy endpoints into the business application.

6. The dynamic accessmethod ofclaim 5, further compris-
ing restricting display of the plurality ofproxy endpoints to
those having sufiicient authorization, the plurality of proxy
endpoints being displayed on a user interface.
7.The dynamic accessmethod ofclaim 1, further compris-

ing receiving accounting information from the enterprise ser-
vice bus and storing the accounting information in an internal
UDDI registry.
8. Code embodied on a non-transitory computer-readable

medium,when executedby a computeroperable to perform at
least the following:
receive a plurality of proxy endpoints from a business

application, each of the plurality of proxy endpoints
referencing each of a plurality ofweb services;

determinewhether the business application is authorizedto
use the plurality ofweb services;

receive one or more selection criteria from the business
application, the selection criteria being associated with
one or more characteristics of each of the plurality of
web services;

determine one or more characteristics of each of the web
services according to the one ormore selection criteria;
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select, according to the one or more characteristics, one
proxy endpoint from among the plurality ofproxy end-
points;

transmit a request including the one proxy endpoint to an
enterprise service bus, the enterprise service bus oper-
able to invoke the oneweb servicepointed to by the one
proxy endpoint;

provide, through the enterprise service bus, indirect com-
munications from the oneweb service pointed to by the
one proxy endpoint to the business application; and

prevent the business application from directly accessing
the plurality of web services without communicating
through the enterprise service bus.

9. The code ofclaim 8, wherein the one ormore character-
istics are selected fromthe group consisting ofa geographical
location, a bit transfer rate, a quality of service (QoS), a
response latency time, an average data throughput, and a
minimum data throughput.

10. The code of claim 8, further operable to restrict the
plurality ofproxy endpoints to those that conform to a speci-
fied policy.

11. The code of claim 10, further operable to store autho-
rization information with each proxy endpoint in an internal
UDDI registry, the authorization information describing an
authorization level of each ofa plurality ofusers.

12. The code of claim 8, further operable to discover the
plurality of proxy endpoints from an internal UDDI registry
and integrate, by a client toolkit, the plurality ofproxy end-
points into the business application.

13. The code of claim 12, further operable to restrict dis-
play of the plurality of proxy endpoints to those having suf-
ficient authorization, the plurality of proxy endpoints being
displayed on a user interface.

14. The code of claim 8, further operable to receive
accounting information from the enterprise service bus and
store the accounting information inaninternalUDDIregistry.
15.A system comprising:
a processor; and
computer readable memory encoded with logic that when
executed by the processor is operable to:

receive a plurality of proxy endpoints from a business
application, each of the plurality of proxy endpoints
referencing each of a plurality ofweb services;

determinewhether the business application is authorizedto
use the plurality ofweb services;

receive one or more selection criteria from the business
application, the selection criteria being associated with
one or more characteristics of each of the plurality of
interfaces;
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determine one ormore characteristics ofeach of the inter-

faces according to the one or more selection criteria;
select, according to the one or more characteristics, one
proxy endpoint from among the plurality ofproxy end-
points;

transmit a request including the one proxy endpoint to an
enterprise service bus to invoke the one web service
pointed to by the one proxy endpoint;

provide, through the enterprise service bus, indirect com-
munications from the oneweb service pointed to by the
one proxy endpoint to the business application; and

prevent the business application from directly accessing
the plurality of web services without communicating
through the enterprise service bus.

16. The system of claim 15, wherein the one or more
characteristics are selected from the group consisting of a
geographical location, a bit transfer rate, a quality of service
(QoS), a response latency time, an average data throughput,
and a minimum data throughput.
17.The systemofclaim 15, further comprising apolicy and

web servicemanager coupledto aninternalUDDIregistry for
storageoftheplurality ofproxy endpoints, thepolicy andweb
servicemanager operable to restrict storageofthe plurality of
proxy endpoints whose associated interfaces conform to a
specified policy.
18. The system of claim 17, wherein the policy and web

service manager is operable to store authorization informa-
tion with eachweb service in the internal UDDIregistry, the
authorization information describing an authorization level
ofeach of a plurality ofusers.
19. The system of claim 15, further comprising a client

toolkit coupled to a discovery service, the client toolkit
executed in a integrated development environment applica-
tion and operable to receive the plurality ofproxy endpoints
discovered by the discovery service and integrate the proxy
endpoints into the business application.
20. The system of claim 19, further comprising a user

interface, the authentication and authorization service oper-
able to restrict display ofthe plurality ofproxy endpoints on
the user interface to those having sufiicient authorization.

21. The system of claim 15, further comprising a business
manager coupled to the authentication and authorization ser-
vice and the enterprise service bus, the business manager
operable to receive accounting information associated with
the oneweb service from the enterprise service bus and store
the accounting information in an internal UDDI registry.


