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AIRBORNE COMMUNICATION NETWORK

RELATED APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application Ser. No. 61/073,277, entitled “AIRBORNE
COMMUNICATION NETWORK,” which was filed on Jun.
17, 2008.

TECHNICAL FIELD OF THE DISCLOSURE

This disclosure generally relates to communication net-
works, and more particularly to an airborne communication
network for communication among a number of aircraft.

BACKGROUND OF THE DISCLOSURE

Aircraft systems use sensors to monitor their conditions
and conditions external to the aircraft. For example, military
aircraft may use sensors that monitor battle conditions. A
control tower or other central control stationmay coordinate
multiple aircraft by monitoring the location of each aircraft
and providing flight instructions and communication for the
aircraft.

SUMMARY OF THE DISCLOSURE

According to one embodiment, an airborne communica-
tionnetwork includes anode configured onanaircraft having
one ormore communication devices that communicate using
anative communicationprotocol. Thenode includes an infor-
mation conversion system that receives information format-
ted according to the native communication protocol from the
communication devices, encapsulates the information in
packets accordingto a commoncommunicationprotocol, and
stores the packets in a mass storage device. The packets may
then be published for receipt by other nodes configured on
other aircraft. The information conversion system may also
subscribe to packets stored in the nodes of other aircraft.

Some embodiments ofthe disclosure may provide numer-
ous technical advantages. For example, the airborne commu-
nicationnetwork includesnodes that autonomously exchange
knowledge among multiple airborne systems. Each node
incorporates a digital data exchange infrastructure that pro-
vides machine to machine (M2M) communication for auto-
matic generation of information. The nodes, along with mul-
tiple mass storage devices, may autonomously exchange
information for time critical operations, such as time critical
targeting maneuvers.

Someembodimentsmay benefit from some, none, or all of
these advantages. Other technical advantages may be readily
ascertained by one ofordinary skill in the art.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of embodiments of the
disclosure will be apparent from the detailed description
taken in conjunction with the accompanying drawings in
which:

FIG. 1 is an illustration showing one embodiment of an
airborne communication network according to the teachings
of the present disclosure; and

FIG. 2 is a diagram showingoneembodimentofanodethat
may be used with the airborne communication network of
FIG. 1; and
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2
FIG. 3 is a flowchart showinga series ofactions that may be

performed by each node ofthe airborne communication net-
work ofFIG. 1.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

Aircraft often use sensors for monitoring its operation and
other conditions around the aircraft. Information communi-
cation devices coupled to these sensors typically communi-
cate information to a central control station using a “stove
pipe” architecture. “Stove pipe” architectures generally refer
to an operating mode of communication networks in which
their nodes readily share informationwith only oneor several
other constituent nodes. Information sharing among the
numerous aircraft, however, may be difficult to achieve in a
timely manner.

FIG. 1 shows one embodiment ofan airborne communica-
tion network 10 according to the teachings of the present
disclosure. Airborne communication network 10 includes a
number ofnodes 12that are eachconfigured in an aircraft 14.
Each aircraft 14 may have one or more communication
devices 16 that generate information from onboard sensors
18, user input to these communication devices 16, or other
onboard orremote sources.Nodes 12may also be configured
in otherdevices, suchas satellites 20 orground-based stations
22, that communicate with aircraft 14. In certain embodi-
ments, each node 12 encapsulates information generated by
communicationdevices 16in a common communicationpro-
tocol, stores the information, and publishes the information
for use by other aircraft 14.

Aircraft 14may coordinatewith eachother for any suitable
reason. For example, different types ofaircraft 14may coor-
dinatewith each other during a military operation. In certain
embodiments, aircraft 14 may communicate information
using a native protocol that differs from those used by other
aircraft 14. For example, aircraft 14may communicate using
a terrestrial radio frequency (T_RF) protocol. Satellites 16
may use a space radio frequency (space_RF) protocol.
Ground based stations 18 may use a terrestrial radio fre-
quency (T_RF) protocol or a unidirectional radio frequency
(U_RF)protocol. Eachnode 12encapsulates information and
its associated protocol into a form that may be readable by
other aircraft 14 or devices, such as satellites 20 or ground-
based stations 22.

Node 12 encapsulates information over any suitable pro-
tocol that is readable by other nodes 12. In one embodiment,
node 12encapsulates information into one ormessage pack-
ets having an extensible markup language C(ML) protocol
and transports these message packets among nodes 12using
an Internet Protocol version 6 (IPv6) network. In another
embodiment, node 12 encapsulates streaming information,
such as analog voice data, digital voice data, or video data,
into multimedia content packets that may be transported over
the IPv6 network. Examples of suitable multimedia content
packet formats suitable for this purpose include a voice over
Internet Protocol (VOIP), a motion picture experts group
(MPEG) protocol, or a digital video broadcasting (DVB)
protocol.

Nodes 12 of airborne communication network 10may be
implemented on any suitable type ofaircraft. In the particular
embodiment shown, aircraft 14aremilitary aircraft 14.Other
examples ofaircraft 14 include commercial aircraft that may
share information among one another, such asweather infor-
mation.

In one embodiment, the airborne communication network
10may form a portion ofthe Global InformationGrid (GIG).
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To promote information sharing among its member organi-
zations, the United States Department ofDefense (DoD) has
developed the Global Information Grid to handle informa-
tion. The Global Information Grid is associated with a set of
information handling capabilities, associated processes, and
personnel for managing information among its various mili-
tary agencies. Nodes 12 may receive information from the
Global Information Grid, encapsulate the information in the
common communication protocol, and publish the encapsu-
lated packets for other nodes 12 configured in the airborne
communication network 10.

FIG. 2 is a block diagram showing one embodiment of a
node 12 that may be used with the airborne communication
network 10ofFIG. 1.Node 12 includes an information con-
version system 26, a mass storage device 28, an ontology
combining engine 30, a message oriented middleware
(MOM) infrastructure 32, and a service oriented architecture
(SOA) infrastructure 34 that may be stored in a memory 36
and executed by a processor 38 ofnode 12.

Node 12 may comprise any suitable type of computing
systemthat executes instructions stored in itsmemory 36. For
example, node 12 may include a personal computer, laptop
computer, or mainframe computer capable of executing
instructions necessary to implement execute information
conversion system 26, ontology combining engine 30, mes-
sage oriented middleware infrastructure 32, and service ori-
ented architecture infrastructure 34.

Information conversion system 26 receives information
from communication devices 16 and encapsulates the
received information in a common communication protocol,
such as an XML protocol. Information conversion system 26
also extracts the encapsulated information from messages or
multimedia content for use by communication devices 16
using their native protocol. Examples of information encap-
sulated by information conversion system 26 may include
Internet Protocol (IP) data packets, data transported over
computer bus protocols, data transported over sensor specific
protocols, high definition television (HDTV) information,
analog voice data, and/or digital voice data.

Encapsulated packets 40 from information conversion sys-
tem 26 may be stored in mass storage device 28. In one
embodiment, mass storage device 28 comprises a federated
database. Packets 40 are each associated with a metadata
record 42 generated by ontology combining engine 30. Each
metadata record 42 includes abbreviated information associ-
atedwith its packet 40. In one embodiment,metadata records
42 include security information data tags for implementing a
multiple independent level ofsecurity (MILS). Thus, users of
airborne communication network 10 may have restricted
access to packets 40 according to their clearance level.

Ontology combining engine 30 organizes packets 40
stored in mass storage device 28 according to a specified
ontology that may include one or more categories. In one
embodiment, ontology combining engine 30 organizes pack-
ets 40 by generating an associatedmetadata record 42 accord-
ing to a specified ontological structure. For example, infor-
mation conversion system 26 may receive information
including several characteristics ofaparticular location asso-
ciatedwith aparticular target. Ontology combining engine 30
may then generate a metadata record 42 including the char-
acteristics of the location that is organized according to the
ontological structure.

In one embodiment, ontology combining engine 30 may
filter received information according to the specified onto-
logical structure. For example, information conversion sys-
tem 26 may receive information associated with a particular
location that may be outside the scope of the ontological
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4
structure. The information may be removed from mass stor-
age device 28 since it is not needed.

Message oriented middleware infrastructure 32 provides
asynchronous communication of messages or multimedia
content with other nodes 12 in airborne communication net-
work 10. Message oriented middleware infrastructure 32
incorporates a machine to machine (M2M) transfer mecha-
nismthat provides information sharingamong thenodes 12of
airborne communication network 10. In one embodiment,
message oriented middleware infrastructure 32 includes a
Java messaging service (JMS) portion 44 that provides a
technique for issuing requests for packets from other nodes
12. In another embodiment, message oriented middleware
infrastructure 32 includes a data distribution service (DDS)
portion 46 that provides access to encapsulated information
using a publish/subscribe model.

Service oriented architecture infrastructure 34 provides a
web servicesportal ofpackets 40 to othernodes 12inairborne
communication network 10. In one embodiment, service ori-
ented architecture infrastructure 34 performs a discovery
operation to discover other potential nodes 12 and/or capa-
bilities that may be associated with each node 12. For
example, service oriented architecture infrastructure 34 may
perform a discovery operation to determine available com-
munication devices 16 configured on other nodes 12 or on
remotely from the Global Information Grid. Once the avail-
able communication devices 16 are determined, they may be
interrogated to retrieveuseful information.Using service ori-
ented architecture infrastructure 34, access to packets 40 may
be provided according to specified service level agreements
(SLAs), qualities of service (QoS), and/or class of service
metrics to provide a specified level ofdata latency time.

Certain embodiments ofairborne communicationnetwork
10 incorporating service oriented architecture infrastructure
34 may provide an advantage in that nodes 12may commu-
nicatewith oneanotherusing amesh-type architecture. Inthis
architecture, failure of a node 12 or a communication path
between any two nodes 12may not necessarily cause a loss of
communication to othermember nodes 12. For example, if a
communication path is temporarily broken between adjacent
nodes 12, service oriented architecture infrastructure 34 may
re-route communication through other nodes 12 in the air-
borne communication network 10.

Modifications, additions, or omissions may be made to
airborne communication system 10 without departing from
the scopeofthe disclosure. The components ofairborne com-
munication system 10 may be integrated or separated. For
example, information conversion system 26, ontology com-
bining engine 30, message oriented middleware infrastruc-
ture 32, and/or service oriented architecture infrastructure 34
may be executed on the same computing system or may be
executed on differing computing systems and communicate
with oneanother through anetwork.Moreover, the operations
of airborne communication system 10may be performed by
more, fewer, or other components. For example, a database
system may be implemented on each node 12 to facilitate
organization of packets 40 and their associated metadata
records 42 inmass storagedevice28.Additionally, operations
of information conversion system 26, ontology combining
engine 30, message oriented middleware infrastructure 32,
and/or service oriented architecture (SOA) infrastructure 34
may be performed using any suitable logic comprising soft-
ware, hardware, and/or other logic.As used in this document,
“each” refers to each member of a set or each member of a
subset ofa set.
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FIG. 3 is a flowchart showing a seriesofactions thatmay be
performed by each node 12 of the airborne communication
network 10 ofFIG. 1. In act 100, the process is initiated.

In act 102, node 12 receives information from a commu-
nication device 16. Communication device 16 may be con-
figured onboard its associated aircraft 14 ormay be remotely
configured on a device, such as such as a satellite 20 or a
ground-based station 22. In one embodiment, information is
received from the Global Information Grid.

In act 104, the received information is encapsulated in one
ormore packets 40 having a common communication proto-
col that is readable by other nodes 12 configured in the air-
borne communicationnetwork 10.Inone embodiment, infor-
mation is encapsulated without extracting the information
from its existing native protocol. In this manner, access
latency may be reduced by preserving the existing native
protocol ofthe information. In one embodiment, the informa-
tion may be encapsulated in an XML data stream and trans-
mitted over the network using an IPv6 protocol. In another
embodiment, streaming information may be encapsulated
into multimedia content packets, such as voice over Internet
protocol (VOIP), a motion picture experts group (MPEG)
protocol, or a digital video broadcasting (DVB) protocol.

In act 106, ontology combining engine 30 may generate
metadata according to the received information and store it as
ametadata record 42 inmass storage device 28.Node 12may
categorizemetadata record 42 according to a specified onto-
logical structure. Using this ontological structure, messages
may be associated with other messages having similar char-
acteristics. In one embodiment, ontology combining engine
30 may filter received information that is not categorized
according to any category available in the ontological struc-
ture such that only information within the scope ofontologi-
cal structure is maintained in mass storage device 28.

In act 108, packets 40 and their associated metadata
records 42 are stored in mass storage device 28. In one
embodiment, mass storage devices 28 configured in each of
the nodes 12 of airborne communication network 10 com-
prise a federated database inwhich aportion ofinformation is
stored in each and made available to other nodes 12.

In act 110, service oriented architecture infrastructure 34
publishes the message for use by other nodes 12 in airborne
communication network 10 and subscribes to packets stored
in other nodes 12. Metadata records 42 form a catalog that
may be discovered by service oriented architecture infra-
structure 34. For example, a subscribingnode 12may register
to receive packets 40 having a particular characteristic iden-
tified in the ontological structure. Thus, when a packet 40
including that particular characteristic is stored in mass stor-
age device 28, service oriented architecture infrastructure 34
may automatically transmit the packet 40 and/or its associ-
atedmetadata record 42 to the subscribing node 12for its use.

In one embodiment, a request may be issued using a Java
messaging service portion 44 from one node 12 and a
response to the request may be performed using data distri-
bution service portion 46 of message oriented middleware
infrastructure 32. The Java messaging serviceportion 44 pro-
vides eflicient handling of autonomous requests while the
data distribution service portion 46 provides controlled
latency of the response. Thus, the combination of the Java
messaging serviceportion44 andthe data distribution service
portion 46 may provide suflicient quality of service and class
of service parameters for use with time critical procedures,
suchas targeting maneuvers that may rely ontimely access to
information in packet 40.

Modifications, additions, or omissionsmay be made to the
process described above without departing from the scope of
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6
the disclosure. Themethodmay includemore, fewer, or other
acts. For example, service oriented architecture infrastructure
34may include amechanism for translating information such
as geographical coordinates to those used by aircraft 14.That
is, received informationmay include coordinates ofaparticu-
lar target specifiedaccording to aworld geodetic system 1984
(WGS84) datum. The various systems of the aircraft, how-
ever, may be configured to use coordinates specified accord-
ing to aNorthAmerican Datum 1983 (NAD83) datum.When
accessed, service oriented architecture infrastructure 34 may
implement a web service that automatically translates the
coordinate systemofthe information from theWGS84 datum
to the NAD83 datum for use by the various systems of the
aircraft 14.

Although this disclosure has been described in terms of
certain embodiments, alterations and permutations of the
embodiments will be apparent to those skilled in the art.
Accordingly, the above description ofthe embodiments does
not constrain this disclosure. Other changes, substitutions,
and alterations are possible without departing from the spirit
and scope of this disclosure, as defined by the following
claims.

What is claimed is:
1.An apparatus comprising:
a node configuredonanaircraft that communicates using a

native communication protocol, the node comprising:
a memory comprising:

an information conversion system configured to:
receive information formatted according to the

native communication protocol from a commu-
nication device;

encapsulate the information in oneormorepackets
accordingto a commoncommunicationprotocol
that is readable by one ormore other nodes con-
figured on one or more other aircraft;

store the one or more packets in a mass storage
device that is coupled to the node;

the mass storage device coupled to the information
conversion system and comprises a metadata
record associated with the one or more packets;

a message oriented middleware infrastructure
coupled to the information conversion system and
configured to:
publish the one or more packets for receipt by a

node of the one or more other nodes;
subscribe to one or more other packets stored at a

node of the one or more other nodes;
asynchronously communicate the one or more

packets to a node ofthe oneormore othernodes;
an ontology combining engine coupled to the infor-

mation conversion system and configured to:
generate metadata associated with the received

information; and
store the metadata in the mass storage device;

a service oriented architecture (SOA) infrastructure
coupled to the information conversion system and
configured to:
discover information stored in the one or more

packets according to its associated metadata
record in the mass storage device; and

automatically transmit the discovered one ormore
packets for receipt by a node ofthe one ormore
other nodes,

wherein the message oriented middleware infrastructure
comprises a Java messaging system (JMS)portion and a
data distribution service (DDS) portion in combination
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provide quality of service and class of service param-
eters for use with time critical procedures,

wherein the JMS provides handling of autonomous
requests and the DDS provides controlled latency of
response to the request.

2. The apparatus ofclaim 1, the message orientedmiddle-
ware infrastructure configured to:

receive a request, using the Javamessaging systemportion,
fromanodeofthe oneormore othernodes forthe oneor
more packets; and

transmit in response to the request, using the data distribu-
tion serviceportion, the one ormore packets to the node
ofthe one ormore other nodes.

3. The apparatus of claim 1, the mass storage device com-
prises a metadata record associated with the one or more
packet.

4. The apparatus of claim 1, the common communication
protocol comprising an extensible markup language (XML)
protocol over an Internet protocol network.

5. The apparatus of claim 1, the information conversion
system configured to encapsulate the received information
without extracting the information from its native communi-
cation protocol.

6. The apparatus of claim 1, the information conversion
system configured to receive the one ormore packets format-
ted according to the native communication protocol from a
satellite or a ground based station.

7. The apparatus of claim 1, the received information is
selected from the group consisting of Internet Protocol (IP)
data packets, data transported over computer bus protocols,
data transported over sensor specific protocols, high defini-
tion television (HDTV) information, analog voice data, and
digital voice data.

8. The apparatus ofclaim 1,the packets comprising one or
more messages or multimedia content.

9. A method comprising:
receiving, at an information conversion systemdisposedon

an aircraft, information formatted according to a native
communicationprotocol from a communication device;

encapsulating, by the information conversion system, the
information in oneormore packets formatted according
to a common communication protocol that is readable
by one or more other nodes configured on one or more
other aircraft;

storing the one or more packets in a mass storage device
coupled to the information conversion system;

publishing, by a message oriented middleware infrastruc-
ture coupled to the information conversion system, the
one or more packets for receipt by a node of the one or
more other nodes;

subscribing,by themessage orientedmiddleware, to oneor
more other packets stored at a node of the one or more
other nodes;

generating, by an ontology combining engine coupled to
the information conversion system,metadata associated
with the received information;

storing, by an ontology combining engine coupled to the
informationconversion system, themetadata in themass
storage device;

discover information stored in the one or more packets
according to its associatedmetadata in the mass storage
device; and

automatically transmit the discovered one ormore packets
for receipt by anode ofthe one ormore other nodes; and
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8
providing quality ofservice and classofserviceparameters

for use with time critical procedures using a Java mes-
saging system (JMS) portion and a data distribution
service (DDS) portion.

10. The method ofclaim 9, further comprising:
receiving a request, using a Javamessaging systemportion

ofthemessage orientedmiddleware infrastructure, from
anodeofthe oneormore othernodes for the oneormore
packets; and

transmitting, using adata distribution serviceportionofthe
message oriented,middleware infrastructure, the one or
morepackets to the nodeofthe oneormore othernodes.

11. The method ofclaim 9, further comprising:
publishing, using a service oriented architecture infrastruc-

ture, the one or more packets for receipt by the node of
the one or more other nodes; and

subscribing to other packets stored in the mass storage
device ofthe node of the one or more other nodes.

12. The method ofclaim 9, further comprising:
discovering, using a service oriented architecture infra-

structure, information stored in the one ormore packets
according to its associated metadata record in the mass
storage device; and

publishing the discovered one or more packets for receipt
by a node of the one or more other nodes.

13.The method of claim 9, wherein the common commu-
nication protocol comprises an extensible markup language
C(ML) protocol over an Internet Protocol network.

14.The method ofclaim 9, wherein encapsulating the one
ormore packets further comprises encapsulating the received
information without extracting the information from its
native communication protocol.

15. The method of claim 9, further comprising receiving
the one or more packets having the native communication
protocol from a satellite or a ground based station.

16.The method ofclaim 9, wherein the received informa-
tion is selected from the group consisting ofInternet Protocol
(IP) data packets, data transported over computer bus proto-
cols, data transported over sensor specific protocols, high
definition television (HDTV) information, analog voice data,
and digital voice data.

17.Themethod ofclaim9,wherein the oneormorepackets
comprise one ormore messages or multi media content.

18.Code implemented on a non-transitory computer-read-
able medium, when executed by a processor, configured to
perform at least the following:

receive, at an information conversion system disposed on
an aircraft, information: formatted according to a native
communicationprotocol from a communication device;

encapsulate, by the information conversion system, the
information in one ormore packets formatted according
to a common communication protocol that is readable
by one or more other nodes configured on one or more
other aircraft;

store the one or more packets in a mass storage device
coupled to the information conversion system;

publish, by a message oriented middleware infrastructure
coupledto the informationconversion system, the oneor
more packets for receipt by a node of the one or more
other nodes;

subscribe, by the message oriented middleware, to one or
more other packets stored at a node of the one or more
other nodes;

generate, by an ontology combining engine coupled to the
information conversion system, metadata associated
with the received information;
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store, by an ontology combining engine coupled to the
informationconversion system, themetadata in themass
storage device;

discover information stored in the one or more packets
according to its associatedmetadata in the mass storage
device; and

automatically transmit the discovered one ormore packets
for receipt by anode ofthe one ormore other nodes; and

providing quality ofservice and classofserviceparameters
for use with time critical procedures using a Java mes-
saging system (JMS) portion and a data distribution
service (DDS) portion.
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