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ANALOG VOICE BRIDGE

by providing an analog voice line that is only adapted to
convey analog voice signals and not capable of conveying
data packets. Thus, the analog voice bridge according to the
teachings of the present disclosure may provide voice communications across secure network boundaries while restricting transmission of data packets using a technique that isolates secure network domains from one another.
Some embodiments may beneﬁt from some, none, or all of
these advantages. Other technical advantages may be readily
ascertained by one of ordinary skill in the art.

RELATED APPLICATIONS
This application claims priority to US. Provisional Patent
Application Ser. No. 61/216,979, entitled “METHOD AND
SYSTEM FOR CREW COMMUNICATIONS USING
MULTI-LEVEL REAL-TIME VOICE OVER IP INTERCOM,” which was ﬁled on May 22, 2009. US. Provisional
Patent Application Ser. No. 61/216,979 is hereby incorporated by reference.

BRIEF DESCRIPTION OF THE DRAWINGS

GOVERNMENT RIGHTS

This invention was made with government support under
government contract number F09604-03-D-0007, Crew
Communications. The Government has certain rights in this
invention.
TECHNICAL FIELD OF THE DISCLOSURE

This disclosure generally relates to data networks, and
more particularly, to an analog voice bridge that provides
voice communications while inhibiting data communications
between a secure network boundary and a method of operating the same.
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BACKGROUND OF THE DISCLOSURE
Traditional voice telephony has been provided by the public switched telephone network (PSTN). The public switched
telephone network is a circuit-based architecture in which
call sessions may be selectively established among multiple
users using point-to-point connection protocols, such as a
time division multiplex (TDM) protocol. The advent of Internet protocol (IP) based systems, however, has provided voice
communication and other associated communications networks using a mesh-based architecture, such as the Internet.
Newer telephony networks have been migrating towards
Internet protocol (IP) based systems. Voice over Internet protocol (VoIP) is a particular type of protocol that has been
established to promote the use of voice communications over
packet-based networks, such as the Internet.
SUMMARY OF THE DISCLOSURE

According to one embodiment, a communication system
includes an analog voice bridge coupling one secure network
domain to another. The analog voice bridge includes two
codecs that are each coupled to a secure network domain and
to each other through an analog voice line. One codec decapsulates an analog voice signal from a digital voice stream
received from a terminal, and transmits the analog voice
signal to the other codec through the analog voice line. The
other codec encapsulate the analog voice signal in another
digital voice stream and transmit the encapsulated digital
voice stream to another terminal coupled through the other
secure network domain. The analog voice line conveys the
analog voice signal from the ﬁrst codec to the second codec
while restricting communication of the digital packet stream
between the two secure network domains.
Some embodiments of the disclosure may provide numerous technical advantages. For example, one embodiment of
the analog voice bridge may provide enhanced security than
may be provided using known network isolation devices,
such as ﬁrewalls, that may be circumvented in certain cases.
The analog voice bridge provides a solution to this problem

30

A more complete understanding of embodiments of the
disclosure will be apparent from the detailed description
taken in conjunction with the accompanying drawings in
which:
FIG. 1 is a diagram of one embodiment of an analog voice
bridge according to the teachings of the present disclosure
that may be conﬁgured in a communication network;
FIG. 2 is a diagram showing one embodiment of a computing system that includes one or more codecs of FIG. 1;
FIG. 3 is a schematic diagram showing one embodiment of
multiple analog voice lines and signaling lines that may be
conﬁgured to route analog voice signals and signaling,
respectively between computing systems of FIG. 2; and
FIG. 4 is a ﬂowchart showing one embodiment of a series
of actions that may be performed by the analog voice bridge
of FIG. 1 to provide communication between terminals conﬁgured on secure network domains and with differing security levels.
DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS
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It should be understood at the outset that, although example
implementations of embodiments are illustrated below, various embodiments may be implemented using any number of
techniques, whether currently known or not. The present disclosure should in no way be limited to the example implementations, drawings, and techniques illustrated below.
Additionally, the drawings are not necessarily drawn to scale.
Voice telephony over a packet network, such as the Internet, may be provided by a voice over Internet protocol (VoIP)
that provides for encapsulation of voice signals and performing various signaling procedures typically provided by circuit-based telephony architectures such as the public
switched telephone network (PSTN). Security for telephony
systems implemented on packet-based networks, however,
may be relatively difﬁcult to implement. For example, information transmitted through the packet-based networks may
be conveyed using packets that may be either inadvertently or
intentionally misdirected to an improper location. These
problems may be worsened by newer secure telephony systems that implement a multi-level secure (MLS) telephony
system in which call sessions may be associated with one of
several differing levels of security. The migration to Internet
protocol (IP) based telephony systems presents a new challenge for MLS voice communications because the network
topology on which it is based is inherently asynchronous.
Essentially, all of the mechanisms used to prevent improper
classiﬁcation mixing in the circuit domain cannot be applied
to a packet-based infrastructure.
Certain organizations have implemented communication
networks conﬁgured with a multi-level secure (MLS) environment that may include one or more releasiblity levels for
each security level. For example, the government may have a
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multi-level security including secret, top secret (TS), and top
secret/ sensitive compartmented information (TS/ SCI). Intelligence systems and systems that process sensitive compartmented information (SCI) are governed according to the
Director of Central Intelligence Directive (DCID) 6/3 speciﬁcation. The Director of Central Intelligence Directive speciﬁes that information transmissions ofdifferent security levels
shall be segregated from each other (e.g., encryption, physical
separation). To meet the speciﬁcation provided by the government, therefore, communication networks should separate
data stream according to its security level and provide physical separation from data streams from other networks having
a differing level of security. This separation, however, may be
problematic for voice communications using a packetized
protocol such as the voice over Internet protocol that may
transmit voice signals across security boundaries using voice
data packets.
FIG. 1 is a diagram of one embodiment of an analog voice
bridge 10 according to the teachings of the present disclosure
that may be conﬁgured in a communication network 12.
Communication network 12 includes two secure network
domains 14a and 14bthat are each conﬁgured with a terminal
160 and 16b and coupled together through analog voice
bridge 10 as shown. Terminals 16a and 16b convert audio
signals generated or received by a user to digital voice signals
suitable for transmission through secure network domains
14a and 14b.Analog voice bridge 10 includes two codecs 18a
and 18b that couple secure network domains 14a and 14b
together through one or more analog voice lines 20 and one or
more signaling lines 22. Analog voice bridge 10 also includes
two routing tables 4211 and 42b that are each associated with
each codec 180 and 18b, respectively. Codecs 18a and 18b
provide voice communication between terminals 160 and 16b
by conveying analog voice signals between secure network
domains 14a and 14b while restricting transmission of data
packets between secure network domains 14a and 14b.
Certain embodiments of communication network 12 may
provide an enhanced technique for communicating voice signals across packet network domains while maintaining physical separation necessary for restricting transmission of data
packets across secure network domains 14a and 14b with
differing levels of security. Mechanisms such as ﬁrewall routers may be used to restrict illicit or inadvertent transmission
of unwanted data packets across security level domains, yet
these devices possess a drawback in that the logic used to
discriminate illicit packets from authorized packets is often
inherently prone to spooﬁng, hacking, or errors that may
compromise the security of each secure network domain 1411
or 14b. Certain embodiments of analog voice bridge 10 conﬁgured with codecs 18a and 18b that transfer voice signals
using analog voice line 20 provides a solution to this problem
by not providing a path for the inadvertent transmission of
data packets across the security boundary provided by analog
voice line 20.
Each codec 180 or 18b converts voice data packets from its
respective secure network domain 1411 or 14b to or from an
analog voice stream suitable for transmission across analog
voice line 20. An example codec 180 and 18b may include an
analog to digital converter (ADC) for converting the analog
voice stream to digital signal stream, a digital to analog converter (DAC) for converting the digital signal stream to the
analog stream, and associated logic for encapsulating or
decapsulating the analog voice stream to or from the digital
signal stream in packets suitable for transmission over secure
network domains 14a and 14b. Codecs 18a and 18b may also
be coupled to one another through one or more signaling lines

22 that provide call setup, call teardown, or other call negotiation procedures, such as Push-To-Talk (PTT) signal propagation.
In one embodiment, analog voice line 26 comprises a pair
of electrical conducting wires that convey analog voice signals whose voltage is proportional to its amplitude. In other
embodiments, analog voice line 26 may include other types of
signaling techniques that convey analog voice signals from
codec 240 to and from codec 24b. For example, multiple
analog voice signals may be multiplexed with one another on
analog voice line using a time division multiplex access
(TDMA) multiplexing technique. As another example, analog voice line 26 may convey a digital signal stream, such as
a T1 signal forming a digital representation of the analog
voice signal.
Secure network domains 14a and 14b may include any type
of packet data network. For example, secure network
domains 14a and 14b may be a packet data network, such as
a public or private network, a local area network (LAN), a
metropolitan area network, a wide area network (WAN), a
wireline or wireless network, a global communication network, an optical network, a satellite network, an enterprise
intranet, an intranet, a virtual private network (VPN), the
Internet, or any combination of the preceding. In one embodiment, secure network domains 14a and 14b may form a
portion ofthe global information grid (GIG), a network established by the United States Department of Defense (DoD) to
promote information sharing among its member organizations. The global information grid deﬁnes a set ofinformation
handling capabilities, associated processes, and personnel for
managing information among its various military agencies.
The global information grid include a multi-level security
(MLS) architecture in which secure network domains 14a
and 14b may be established according to varying security
levels, such as unclassiﬁed, classiﬁed, secret, and top secret
security levels, and may include one or more releasibility
levels, such as a sensitive compartmented information (SCI)
releasibility level. For example, secure network domains 14a
and 14b may be government managed networks in which one
secure network domain 14a is classiﬁed as a top secret secure
network and the other secure network domain 14b is classiﬁed as a secret secure network. To qualify for protection
level4 (PL4) requirements of the DCID 6/3 speciﬁcation,
each secure network domain 14a and 14b should be physically separate such that essentially no physical path exists for
the transmission of voice data packets from one secure network domain 14a to secure network domain 14b. In many
cases, however, it may be desirous for personnel with terminals 16a conﬁgured on secure network domain 14a to verbally communicate in real-time with one or more other personnel with terminals 16b conﬁgured on the other secure
network domain 14b. Thus, analog voice line 20 provides a
mechanism for conveying analog voice signals while restricting illicit and/or inadvertent transmission of data packets
from one secure network domain 14a to secure network
domain 14b.
Terminals 16a and 16b convert audio signals generated or
received by a user to or from voice data packets suitable for
transmission through its respective secure network domain
14a and 14b. In many respects, terminals 160 and 16b function in a manner similar to a handset coupled to the public
switched telephone network (PSTN). In one embodiment,
terminals 160 and 16b communicate signaling information
with analog voice bridge using the transfer control protocol/
Internet protocol (TCP/IP) and transfer digital voice signals
using a real-time protocol (RTP) and a session initiation protocol (SIP). In another embodiment, terminals 160 and 16b
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5
include a computing system that executes a web browser in
which voice communication through analog voice bridge 10
is restricted to those terminals 1611 and 16bthat access analog
voice bridge 10 using their statically assigned IP source
addresses as an authorization mechanism. Thus in some
embodiments, the security of analog voice bridge 10 may be
enhanced by restricting access to only those terminals 1611
and 16b for which secure communication may be provided
using commonly used components with well established
security mechanisms, such as IP address ﬁltering, and a
hypertext transfer language secure (HTTPS) protocol.
In one embodiment, voice communication from terminals
1611 and 16b to codecs 1811 and 18b, respectively, are transmitted in voice data packets conforming to the voice over
Internet protocol (VoIP). The voice over Internet protocol
provides for streaming of voice signals and includes mechanisms for implementing secure connections over secure network domains 1411 and 14b. Additionally, the voice over
Internet protocol speciﬁes signaling techniques that may be
used by terminals 1611 and 16b to establish various types of
voice connections. In one embodiment, terminals 1611 and
16b may establish intercom connections (conference connections) among one another in which voice transmission is
conducted using a push-to-talk (PTT) button conﬁgured on
each terminal 1611 and 16b.
FIG. 2 is a diagram showing one embodiment of a computing system 26 that includes one or more codecs 1811 of
FIG. 1. Computing system 26 includes a motherboard
coupled to a codec adapter card 30 and a signaling adapter
card 32 through a suitable type of computer bus, such as a
peripheral component interconnect (PCI) or an industry standard architecture (ISA) computer bus. Motherboard 28 has a
processor 34 coupled to an Ethernet port 36 and a memory 38
that stores a codec/ signaling controller 40 and a routing table
4211. Ethernet port 36 is coupled to a console 44 for conﬁguration of computing system 26. Although only one computing
system 26 is shown, it should be understood that one or more
codecs 18b of FIG. 1 may be implemented in similar computing system 26.
Processor 34 executes codec/signaling controller 40 stored
in memory 38 to control codec adapter card 30 and signaling
adapter card 32 for implementing the various features of
analog voice bridge 10. In one embodiment, computing system 26 is a commercial-off-the-shelf computing system
capable of operating with a standard operating system, such
as a Unix, Linux, Windows, or Macintosh operating system.
In a particular embodiment, computing system 26 is a commercially available computing system conﬁgured with multiple codecs 1811 and marketed under the tradename “Mercury
interface Unit”, which is available from Trilogy Communications Limited, and located in Andover, Hampshire, United
Kingdom.
Routing table 4211 stores routing information about terminals 1611 and 16b that communicate through analog voice
bridge 10. Additionally, routing table 42b stores call connection and state information about terminals 1611 and 16b that
communicate through analog voice bridge 10. Computing
systems 26 embodying each codec 1811 or 18b may have their
own routing table 4211 and 42b such that registration of a
communication link between terminals 1611 and 16b, and
other terminals conﬁgured in the same secure network
domains 1411 and 14bmay be conducted independently of one
another. In particular embodiments, routing tables 4211 and
42b are conﬁgured according to a positive inclusion policy.
That is, the only voice connections allowed through analog
voice bridge 10 are those that have been previously registered

6
on the routing tables 4211 42b of both computing systems 26
embodying codecs 1811 and 18b.
Codec adapter card 30 may include one or more codecs
1811. In the particular embodiment shown, codec adapter card
30 has multiple codecs 1811 for providing multiple voice
connections between secure network domains 1411 and 14b
simultaneously. Codec adapter card 30 also includes a dedicated Ethernet port 46 that receives and transmits digital voice
packets from its respective secure network domain 1411. Providing an Ethernet port 46 separate from Ethernet port 36 may
provide certain advantages including separation of voice trafﬁc from conﬁguration data packets used to conﬁgure the
operation of codec/ signaling controller 40. Providing Ethernet port separately from Ethernet port 36 may also provide
another advantage in that its coupling to codecs 1811 and 18b
may be provided without connection through the computing
system’s computer bus connectors that may otherwise reduce
throughput and/or signal quality of voice signals transferred
20 between codecs 1811 and 18b and Ethernet port 46.
In one embodiment, routing table 4211 is only locally conﬁgurable using console 44. That is, modiﬁcation of routing
table 4211 may be restricted from other access points of computing system 26, such as Ethernet port 46 that would other25 wise allow its modiﬁcation through another node remotely
conﬁgured on its associated secure network domain 1411. In
this manner, illicit access across secure network domains 1411
and 14b enabled by modiﬁcation of routing table 4211 may be
effectively mitigated or eliminated. Without this feature, for
30 example, a particular node coupled to computing system 26
through its respective secure network domain 1411 may be
able to gain illicit access to the other secure network domain
1411 by remotely conﬁguring routing table 4211 to allow unauthorized access to the other secure network domain 14b
35 through analog voice bridge 10.
Signaling adapter card 32 includes one ormore I/O ports 48
for transferring logic signals with signaling adapter card of its
complementary computing system. Logic signals may
include any suitable quantity and/or sequence of signals asso40 ciated with voice connections across analog voice bridge 10,
such as calling sequences associated with a conference call
session, or push-to-talk signaling used within conference call
sessions. For example, codec/signaling controller 40 may
receive a call request from terminal 1611 conﬁgured on secure
45 network domain 1411 requesting a conference call session
with terminal 16b conﬁgured on secure network domain 14b.
In response to the call request, codec/signaling controller 40
controls I/O ports 48 to generate logic signals that are transmitted to I/O ports of its complementary computing system
50 for setting up a conference call with terminal 16. Codec/
signaling controller 40 of the complementary computing system 26 processes the received logic signals to initiate the
conference call session with terminal 16b. In one embodiment, generation of logic signals through I/O ports 48 is
55 restricted to control only by codec/signaling controller 40.
That is, the operation of I/O ports 48 may not be manipulated
through instructions or messages received through Ethernet
port 36, Ethernet port 46, or other communication interface
provided on computing system 26. In this manner, the secu60 rity boundary provided between secure network domains 1411
and 14b may not be breeched by performing illicit call signaling techniques from one computing system 26 to the other.
Computing system 26 may generally be adapted to execute
any of the known OS2, UNIX,Mac-OS, Linux, and Windows
65 Operating Systems or other operating systems. Computing
system 26 in this embodiment comprises a processor 34, a
memory 38, a console 44, and other devices such as a mouse,
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color coding scheme, the possibility of inadvertent mismatch
a keyboard, a printer, and other communication links. In other
of analog voice lines 20 between computing system 26 may
embodiments, computing system 26 may include more, less,
or other component parts.
be reduced or eliminated.
Several embodiments may include logic containedwithin a
Modiﬁcations, additions, or omissions may be made to
medium. Logic may include hardware, software, and/or other
analog voice bridge 10 without departing from the scope of
the disclosure. The components of analog voice bridge 10
logic. Logic may be encoded in one or more tangible media
and may perform operations when executed by a computer.
may be integrated or separated. For example, the components
Certain logic, such as the processor 34, may manage the
of codec adapter card 30 and/or signaling adapter card 32 may
be implemented on a separate circuit card as shown or may be
operation of the computing system 26. Examples of the processor 34 include one or more microprocessors, one or more
implemented with the other Moreover, the operations of anaapplications, and/or other logic. Certain logic may include a
log voice bridge 10 may be performed by more, fewer, or
other components. For example, computing systems 26 may
computer program, software, computer executable instruceach be conﬁgured with a hardware of software ﬁrewall to
tions, and/or instructions capable being executed by the comﬁlrther restrict access to analog voice lines 20 and/or signalputing system 26. In particular embodiments, the operations
of the embodiments may be performed by one or more coming lines 22 between the two secure network domains 1411 and
14b.Additionally, operations of codec/ signaling controller 40
puter readable media storing, embodied with, and/or encoded
with a computer program and/or having a stored and/or an
may be performed using any suitable logic comprising softencoded computer program. The logic may also be embedded
ware, hardware, and/or other logic.
within any other suitable medium without departing from the
FIG. 4 is a ﬂowchart showing one embodiment of a series
20 of actions that may be performed by analog voice bridge 10 to
scope of the invention.
The logic may be stored on a medium such as the memory
provide communication between terminals 1611 and 16b con38. The memory 38 may comprise one or more tangible,
ﬁgured on secure network domains 1411 and 14b with differing security levels. In act 100, the process is initiated.
computer-readable, and/or computer-executable storage
In act 102, terminals 1611 and 16b are registered for use on
medium. Examples of the memory 38 include computer
memory (for example, Random Access Memory (RAM) or 25 analog voice bridge 10. Terminals 1611 and 16b may be regRead Only Memory (ROM)), mass storage media (for
istered for use by modifying routing tables 4211 and 42b
associated with both computing systems 26 conﬁgured in
example, a hard disk), removable storage media (for example,
a Compact Disk (CD) or a Digital Video Disk (DVD)), dataanalog voice bridge 10. Registration of terminals 1611 and 16b
base and/or network storage (for example, a server), and/or
may include an authentication, authorization scheme for
30 themselves as well as an authentication, authorization scheme
other computer-readable medium.
for the user of terminals 1611 and 16b. In one embodiment,
Although the illustrated embodiment provides one
embodiment of a computer that may be used with other
authorization of the user of terminals 1611 and 16b may
include validation of the user to use that particular terminal
embodiments, such other embodiments may additionally uti1611 or 16b. For example, a particular user having a security
lize computers other than general purpose computers as well
as general purpose computers without conventional operating 35 clearance level of secret may attempt to access a particular
terminal 1611 conﬁgured on a top secret secure network
systems. Additionally, embodiments may also employ muldomain 1411 Thus, analog voice bridge 10 may reject the
tiple general purpose computers 26 or other computers netcommunication attempt due to lack ofproper authorization of
worked together in a computer network. For example, multhe user with that particular terminal 1611.
tiple general purpose computers 26 or other computers may
be networked through the Internet and/or in a client server 40
Registration of terminals 1611 and 16b using routing tables
4211 and 42b provides a positive inclusion policy in which
network. Embodiments may also be used with a combination
of separate computer networks each linked together by a
only voice sessions that have been previously registered may
be allowed to communicate through analog voice bridge 10.
private or a public network.
FIG. 3 is a schematic diagram showing one embodiment of
Routing table 4211 may include information associated with
multiple analog voice lines 20 and signaling lines 22 that may 45 terminals 1611 conﬁgured on its secure network domain 1411
be conﬁgured to route analog voice signals and signaling,
and terminals 16b coupled to the other secure network
domain 14b. In one embodiment, registration of terminals
respectively between computing systems 26. Codec adapter
1611 and 16b on routing table 4211 is only modiﬁable through
card 30 and signaling adapter card 32 each include one or
more connectors 50 and 52, respectively, for physical intera locally conﬁgured console 44. That is, modiﬁcation of routconnection with analog voice lines 20 and signaling lines 22. 50 ing tables 4211 and 42b through a remote node that is remotely
In one embodiment, computing systems 26 embodying
conﬁgured on secure network domain 1411 may be restricted.
In one embodiment, routing tables 4211 and 42b associated
codecs 1811 and 18b are conﬁgured in relatively close proxwith each secure network domain 1411 and 14b are manually
imity to each other such that interconnection of analog voice
lines 20 between computing systems 26 may be closely conmodiﬁed by an information system security ofﬁcer (ISSO)
trolled. In one embodiment, analog voice lines 20 may be 55 responsible for his or her secure network domain 1411 or 14b.
In this manner, registration of communication sessions
void of any active circuitry, such as busses, routers, or ampliﬁers that may increase their complexity and thus increase the
through analog voice bridge 10 may be registered while maintaining physical separation of secure network domains 1411
possibility of an incorrect connection between computing
and 14b from one another. For example, it may be desired to
systems 26. In another embodiment, analog voice lines 20 and
signaling lines 22 are color coded to match a color coding 60 provide a voice communication path from terminal 1611 conscheme of their associated connectors 50 and 52. For the
ﬁgured on secure network domain 1411 with another terminal
16b conﬁgured on the other secure network domain 14b.
example shown in which codec adapter card includes eight
connectors 50, each connector 50 of codec adapter card 30
Following registration of terminals 1611 and 16b with their
associated secure network domains 1411 and 14b as described
may be labeled with one of a black, brown, red, orange,
65 with reference to act 102, the information system security
yellow, green, blue, or violet colored label.
oﬁicers responsible for secure network domain 1411 may
Correspondingly, each of eight analog voice lines 20 may
be labeled with similar individual colored labels. Using this
modify routing table 4211 associated with the secure network
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domain 1411 and communicate the desired voice communication path to the other information system security ofﬁcer
responsible for the other secure network domain 14b. The
other information system security ofﬁcer may then modify
the routing table 42b associated with secure network domain
14b in analog voice bridge 10.
In act 104, analog voice bridge 10 receives a connection
request from terminal 1611 conﬁgured on secure network
domain 1411 and validates the connection request according to
routing table 4211. In one embodiment, the connection request
is transmitted from terminal 1611 using a TCP/IP protocol
using a browser-based user interface. In another embodiment,
analog voice bridge 10 restricts all connection requests that
have not originated from a browser-based interface and
assigned to that terminal.
In act 106, computing system 26 transmits, using signaling
lines 22, the connection request to the other computing system 26 of analog voice bridge 10 for its validation. The other
computing system 26 may verify that terminal 1611 conﬁgured
on its secure network domain 1411 has been registered to
communicate with the other terminal 16b. In one embodiment, computing systems 26 may use a proprietary signaling
sequence through signaling lines 22. In this manner, spooﬁng
of connection requests through analog voice bridge 10 may be
reduced or eliminated. In another embodiment, signaling
lines 22 are restricted to convey only information necessary
for establishing, maintaining, or tearing down voice connections through analog voice bridge 10. Thus, signaling lines 22
may be restricted from transferring any information, such as
data packets, from one computing system 26 to the other.
In act 108, computing systems 26 allocate an unused analog voice line 20 in response to a validated connection request
and complete the voice connection between terminals 1611
and 16b. Once allocated, voice data packet streams originating from terminals 1611 and 16b may be coupled to codecs 1811
and 18b associated with the analog voice line 20 and vice-

user. Thus, only upon acceptance ofthe connection request by

versa.
When voice communication between terminals 1611 and
16b are no longer needed or desired, the voice connection is
removed from analog voice line 20 in which the process ends
in act 110.
Any suitable type of connection may be established
through analog voice bridge 10. In one embodiment, terminal
1611 may attempt to initiate an intercom connection in which
ensuing voice messages with terminal 16b may be provided
by a push-to-talk (PTT) voice message transmission scheme.
Using the PTT voice message transmission scheme, voice
messages originating at one terminal 1611 or 16b may be
transmitted in half-duplex or ﬁlll-duplex fashion to the other
terminal 16b or 1611 at the push of a button conﬁgured on the
transmitting terminal 1611 and 16b. In another embodiment,
voice transmissions across analog voice bridge 10 using a
“hot mic” voice message transmission scheme may be
restricted. The term “hot mic” voice message transmission
scheme generally refers to transmission of voice messages
over an intercom connection without manually operating a
physical actuation device, such as a terminal mounted button.
By restricting the use of “hot mic” voice message transmission schemes, therefore, the possibility of inadvertent voice
transmission across security boundaries may be reduced or
eliminated.
Modiﬁcations, additions, or omissions may be made to the
method without departing from the scope of the disclosure.
The method may include more, fewer, or other acts. For

example, the computing system 26 associatedwith the receiving terminal 16 may ﬁrst transmit the request to the receiving
terminal 16 for acceptance of the connection request by its
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the receiving terminal 16 is the unused analog voice line 20
allocated to complete the voice connection through analog
voice bridge 10.
Although the present disclosure has been described with
several embodiments, a myriad of changes, variations, alterations, transformations, and modiﬁcations may be suggested
to one skilled in the art, and it is intended that the present
disclosure encompass such changes, variations, alterations,
transformation, and modiﬁcations as they fall within the
scope of the appended claims.
What is claimed is:
1. A communication system comprising:
a ﬁrst codec coupled to a ﬁrst terminal through a ﬁrst packet
network and operable to decapsulate an analog voice
signal from a ﬁrst packet stream received from the ﬁrst
terminal, wherein the ﬁrst packet stream comprises,
within the same packet stream, digitized information
representing both an analog voice signal portion and a
non-voice signal portion, the analog voice signal portion
comprising an analog voice signal and the non-voice
signal portion comprising a data signal, the data signal
comprising non-voice data and including no analog
voice signals, and wherein the ﬁrst codec is conﬁgured
to transmit only the analog voice signal portion of the
ﬁrst packet stream to an analog voice line and is conﬁgured to prevent the data signal from being transmitted to
the analog voice line;
a second codec coupled to a second terminal through a
second packet network, the second packet network
being separate from the ﬁrst packet network, wherein the
second codec is operably coupled to the ﬁrst codec
through the analog voice line and one or more signaling
lines, wherein the ﬁrst packet network and the second
packet network are conﬁgured in a multi-level security
(MLS) architecture, the ﬁrst packet network having a
security level that is different than the security level of
the second packet network, wherein the second codec is
operable to encapsulate the received analog voice signal
in a second packet stream and transmit the second packet
stream to the second terminal; and
wherein the analog voice line is operably coupled to the
ﬁrst and second codecs and the ﬁrst and second packet
networks and wherein the analog voice line is constructed and arranged to carry only the analog voice
signal and not the data signal, whereby the analog voice
line is operable to convey only the analog voice signal
portion of the ﬁrst packet stream from the ﬁrst codec to
the second codec while restricting communication ofthe
data signal in the non-voice signal portion of the ﬁrst
packet stream from being transmitted using the analog
voice line, wherein the analog voice line blocks communication of the non-voice data signal of the ﬁrst packet
stream to the second packet network, and blocks communication of the second packet stream with the ﬁrst
packet network, to ensure that the data signal from the
ﬁrst terminal is not transmitted to the second terminal;
and
wherein the one or more signaling lines are operable to
convey control signals associated with the analog voice
signal, the signaling lines being decoupled from at least
one of the ﬁrst packet network and the second packet
network.
2. A communication system comprising:
a ﬁrst codec coupled to a ﬁrst terminal through a ﬁrst packet
network and operable to decapsulate an analog voice
signal from a ﬁrst packet stream received from the ﬁrst
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terminal, wherein the ﬁrst packet stream comprises,
within the same packet stream, information that comprises a voice portion and a non-voice portion, the voice
portion comprising an analog voice signal and the nonvoice portion comprising a data signal that comprises
non-voice data and includes no analog voice signals,
wherein the ﬁrst codec is conﬁgured to prevent the data
signal of the ﬁrst packet stream from being transmitted
to an analog voice line conﬁgured between the ﬁrst
packet network and a second packet network, the second
packet network separate from the ﬁrst packet network,
wherein the ﬁrst codec is ﬁlrther conﬁgured to permit
transmission of only the analog voice signal of the ﬁrst
packet stream, and not the data signal, using the analog
voice line, and wherein the ﬁrst codec is conﬁgured to
prevent the data signal from being transmitted to the
second packet network via the analog voice line; and
a second codec coupled to a second terminal through the
second packet network and operably coupled to the ﬁrst
codec through the analog voice line, the second codec
operable to encapsulate the received analog voice signal
in a secondpacket stream and transmit the second packet
stream to the second terminal;
wherein the analog voice line is operably coupled to the
ﬁrst and second codecs and the ﬁrst and second packet
networks, and wherein the analog voice line is conﬁgured to convey only the analog voice signal from the ﬁrst
codec to the second codec while restricting communication of the data signal of the ﬁrst packet stream from
being transmitted using the analog voice line, so as to
block communication of the data signal of the ﬁrst
packet stream to the second packet network and to
ensure that the data signal from the ﬁrst terminal is not
transmitted to the second terminal.
3. The communication system of claim 2, wherein the ﬁrst
codec is conﬁgured in a ﬁrst computing system and the second codec is conﬁgured in a second computing system, the
ﬁrst computing system being separate from the second computing system.
4. The communication system of claim 2, wherein the ﬁrst
packet network and the second packet network are conﬁgured
in a multi-level security (MLS) architecture, the ﬁrst packet
network having a security level that is different than the
security level of the second packet network.
5. The communication system of claim 2, ﬁlrther comprising one or more signaling lines coupled between the ﬁrst
computing system and the second computing system, the one
or more signaling lines operable to convey control signals
associated with the analog voice signal, the signaling lines
being decoupled from the ﬁrst packet network or the second
packet network.
6. The communication system of claim 2, ﬁlrther comprising a ﬁrst routing table associated with the ﬁrst codec and a
second routing table associated with the second codec, the
ﬁrst routing table operable to store registration information
associated with the ﬁrst terminal and the second terminal,
respectively, wherein the ﬁrst codec and the second codec are
operable to encapsulate and decapsulate, respectively, the
analog voice signal only if the ﬁrst terminal and the second
terminal are registered in the ﬁrst routing table and the second
routing table.
7. The communication system of claim 6, wherein at least
one ofthe ﬁrst routing table andthe second routing table is not
conﬁgurable from the ﬁrst packet network or the second
packet network.

8. The communication system of claim 6, wherein the ﬁrst
codec is operable to decapsulate the analog voice signal only
if the ﬁrst terminal is registered in the ﬁrst routing table.
9. The communication system of claim 2, ﬁthher comprising a plurality of ﬁrst codecs coupled to a plurality of second
codecs through a plurality of analog signal lines, each of the
plurality of analog signal lines having a physical port that is
associated with a differing colored label relative to the other
plurality of analog signal lines.
10. The communication system of claim 2, wherein the
analog voice signal comprises an intercom link.
11. The communication system of claim 2, wherein at least
one of the ﬁrst terminal and the second terminal comprises a
push-to-talk button, the transmission of the analog voice signal from its respective terminal allowed only during actuation
of the push-to-talk button.
12. A communication method comprising:
decapsulating, using a ﬁrst codec, an analog voice signal
from a ﬁrst packet stream transmitted over a ﬁrst packet
network by a ﬁrst terminal, wherein the ﬁrst packet
stream comprises, within the same ﬁrst packet stream,
information corresponding to an analog voice signal
portion and a non-voice signal portion, the non-voice
signal portion comprising a data signal that comprises
non-voice data and includes no analog voice signals, and
wherein the ﬁrst codec is conﬁgured to prevent the data
signal of ﬁrst packet stream from being transmitted over
the analog voice line conﬁgured between the ﬁrst packet
network and a second packet network, the second packet
network separate from the ﬁrst packet network, wherein
the ﬁrst codec is ﬁthher conﬁgured to permit transmission, via the analog voice line, of only the analog voice
signal portion of the ﬁrst packet stream, and not the data
signal portion, to a second codec in operable communication with the second packet network;
transmitting only the analog voice signal over the analog
voice line to the second codec, wherein the analog voice
line is operable to convey only analog voice signal information between the ﬁrst and second codecs and is conﬁgured to block communication of the data signal information, such that the data signal is prevented from being
transmitted from the ﬁrst terminal to the second terminal
via the analog voice line; and
encapsulating, by the second codec, the transmitted analog
voice signal in a second packet stream, and transmitting
the second packet stream to the second terminal through
the second packet network.
13. The communication method of claim 12, wherein the
ﬁrst codec is conﬁgured in a ﬁrst computing system and the
second codec is conﬁgured in a second computing system, the
ﬁrst computing system being separate from the second com-
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puting system.
14. The communication method of claim 12, wherein the
ﬁrst packet network and the second packet network are conﬁgured in a multi-level security (MLS) environment, the ﬁrst
packet network having a security level that is different than
the security level of the second packet network.
15. The communication method of claim 12, further comprising conveying control signals associated with the analog
voice signal between the ﬁrst codec and the second codec
using one or more signaling lines, the one or more signaling
lines being decoupled from at least one of the ﬁrst packet
network and the second packet network.
16. The communication method of claim 12, wherein the
ﬁrst codec and the second codec decapsulate and encapsulate,
respectively, the analog voice signal only if the ﬁrst terminal
and the second terminal are registered in a ﬁrst routing table
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associated with the ﬁrst packet network and the second routing table associated with the second packet network.
17. The communication method of claim 16, ﬁthher comprising modifying at least one of the ﬁrst routing table and the
second routing table only from a locally conﬁgured console.
18. The communication method of claim 12, ﬁthher comprising a plurality of ﬁrst codecs coupled to a plurality of
second codecs through a plurality of analog signal lines, each
of the plurality of analog signal lines having a physical port
that is associated with a differing colored label relative to the
other plurality of analog signal lines.
19. The communication method of claim 12, wherein the
analog voice signal comprises an intercom link.
20. The communication method of claim 12, wherein at
least one of the ﬁrst terminal and the second terminal comprises a push-to-talk button, the transmission of the analog
voice signal from its respective terminal allowed only during
actuation of the push-to-talk button.
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